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MANAGING THE RISKS OF INFORMATION AND COMMUNICATION NETWORK IN THE
CONTEXT OF PLANNING THE SECURITY OF CRITICAL INFRASTRUCTURE SYSTEMS

The subject matter of the article is information and communication networks of critical infrastructure systems. The goal of the work is to create an approach
for strategic managing the security of critical infrastructure systems taking into account the risks of the information and communication network. The
article deals with the following tasks: determining the procedure of strategic managing the security of critical infrastructure systems, identifying the risks of
the information and communication network, assessing the importance and probability of partial network risks. The following methods are used: a
systematic approach, cause-and-effect analysis, statistical methods. The following results are obtained: the diagram of multi-level risk management of
critical infrastructure systems is developed; the diagram of the step-by-step method of information risks management is developed for increasing the safety
of the system; the complex index is suggested for determining the category of information system security; probable variants of the full-factor environment
of a set of values of the complex index elements and the corresponding categories of information systems security are analyzed; the process of adaptation of
the system as an integral part of the selection and specification of measures for the risk reduction of the information and communication network is
determined; the example of the risk assessment of the information and communication network for a software and hardware complex in the automated
control system of technological processes is considered. Taking into account the categories of factors, a list of probable risks of the information and
communication network and factors that cause them is given; the cause-and-effect diagram of “cause-risk-effect" interaction is created; the total effect of
each factor on the final vertices of the diagram, that is possible effects, is calculated; the factors were grouped as the most important, quite important, of
mean importance, and inconsiderable ones. Conclusions: On the basis of the analysis of information and communication network risks, appropriate security
measures can be planned. The application of the obtained results contributes to enhancing the operational and informational security of critical
infrastructure systems at the strategic planning stage.
Keywords: information and communication network, critical infrastructure systems, information security risk, security measures, modelling.

P. B. APTIOX, B. B. KOCEHKO, O. B. MAJIEEBA, E. B. THCEHKO

VIIPABJITHHS PUBUKAMHA THOOKOMYHIKAIIMHOI MEPEXKI ITIPA CTPATETTYHOMY
IJIAHYBAHHI BE3NIEKU CUCTEM KPUTHYHOI IHOPACTPYKTYPH

IlpenmeroM IOCHIDKEHHS B CTaTTi € iH(OKOMYHIKALifHI Mepexi CHCTeM KpPHTHYHOI iH(pacTpykTypH. Mera poOOTH — CTBOPEHHS IOXOAY IS
CTPATerivHOro YIpaBJiHHS OE3MEKOI0 CHCTEM KPUTHYHOI IHPPacTPyKTypH 3 ypaxyBaHHSAM PU3MKIB iHQOKOMyHiKaliiHOi Mepexi. B cTaTTi BHpIIIyIOTECS
HACTYIHI 3aBJAHHS: BHU3HAYCHHS MPOLEAYPH CTPATETiYHOrO YIPABIiHHS OE3IEKOH0 CHCTEeM KPUTHYHOI iHGPAaCTpyKTypH, iAeHTHU(]IKALls pPU3KKIB
iH(poKOMyHiKamiifHOT Mepesxi, OI[iHKAa Ba)KIMBOCTI Ta MMOBIPHOCTI YaCTKOBHX PH3HKIB Mepexi. BHKOPHCTOBYIOTBCS Taki METOAM: CHCTeMHHH MinXin,
MIPUYMHHO-HACIIIKOBHI aHaIIi3, CTATHCTUYHI MeToau. OTpUMaHO HACTYIHI pe3yibrati: [100y0BaHO CXeMy 0araTOpiBHEBOrO YIPABIiHHS PH3UKAMH
CHCTeM KpHTHYHOI iH(pacTpykTypu. Po3pobiieHO cxeMy MOKPOKOBOTO METOIY YIPaBIiHHSA iH(GOpMAUifiHUMU PH3HUKAMH UL MiIBUIIECHHS OE3leKu
CHCTeMH. 3alpONOHOBAHO KOMIUIEKCHHIT NMOKAa3HUK JUIS BU3HA4YEHHs Kateropii Oesmeku iHpopmartiiinoi cucremu. IIpoaHanizoBaHO MOXIMBI BapiaHTH
MOBHOTO (haKTOPHOTO MPOCTOPY MHOKMHH 3HAYCHb CJIEMEHTIB KOMIUICKCHOTO MOKAa3HWKA i BIATOBIMHI iM Karteropii Oesneku iHGOpMAIHHUX CHUCTEM.
BusHaveHo mpoliec afanTailii CHCTEeMH SIK HEBil'€MHY YaCTHHY BHOOpY i crienidikaliii 3aX0/iB 010 MapUPyBaHHS PH3HKIB iHOOKOMYHIKAIIHHOT MEpesKi.
Po3nIsIHYTO TpHKIA] OLIHKH PH3UKY IH(OKOMYHIKAaI[iHHOI Mepexki Il IporpaMHO-TEXHIYHOTO KOMIUICKCY Yy CKJIaJIi aBTOMATH30BaHOI CHCTEMH
YIpaBIiHHA TEXHOJOTIYHMMH TpOIleCaMH. 3 ypaxyBaHHAM KaTeropiil (hakTopiB HaBEIEHO MepeNiK MOXIIMBHX PH3MKIB iH(pOKOMYyHIKaIiifHOT Mepexi i3
3a3HAYCHHAM MPHYUH iX BUHUKHEHHs. [100yq0BaHO MPHYMHHO-HACIIAKOBY AlarpaMy B3aeMOJil «IPHYHHU-PU3UKH-HACTIAKM». Po3paxoBaHo 3araibHHi
BIUTHB KOXKHOTO (pakTOpa Ha KiHIIEBi BEpIIMHH JiarpaMi — MOXJIMBI Hacmiaku. Bymo kmacudikoBaHo (hakTopy Ha YOTHPH TPYITH: HaHOUIBII BaKIMBI,
JIOCHTB 3HA4Hi, CEpPeNHBOI 3HauyNIoCTi, He3HayHi. BucHoBkn. Ha ocHOBI npoBezieHOro aHami3y pu3nKiB iHQOKOMYHIKaIiHOT MEpeXXH MOXKHA TIaHyBaTH
BIZINOBI/THI 3aX0/11 Oe3MeKy. 3aCTOCYBaHHS OTPUMAHUX PE3YJIbTATIB CIPUSE MiABUIICHHIO (yHKIIOHATBEHOT Ta iHGOpMaLiifHOT Oe3MeKH CUCTEM KPUTHYHOT
iH(PACTPYKTYPH Ha €Tari CTPATEriYHOro IIaHYBaHHSI.
Kuo4oBi ciioBa: inokoMyHikaliitHa Mepexa, CHCTeMH KPUTHYHOI iHppacTpyKTypH, iH(pOpMaiiHuIil PH3HK, 3aX01 OS3MeKN, MOJICITIOBAHHS.

P. B. APTIOX, B. B. KOCEHKO, O. B. MAJIEEBA, 3. B. IBICEHKO

YIPABJIEHUE PUCKAMU UHOOKOMMYHUKAILIMOHHOM CETH INPU CTPATETMYECKOM
IJIAHUPOBAHUM BE30OITACHOCTHU CUCTEM KPUTUHUYECKON NH®PACTPYKTYPHI

IpenMeToM HMCCTEOBaHMS B CTAaThe SIBISIOTCS MH()OKOMMYHMKAIIOHHBIE CETH CHCTEM KpHTHUecKod MH(pacTpykTypsl. Llenb paGoTsl - co3manme
MOZXOZa JJISl CTPATETHYECKOTO YIIpaBIeH s 0e30IIaCHOCTHIO CHCTEM KPUTHUYECKOH HH(BPACTPYKTYPHI C YUETOM PHCKOB HH()OKOMMYHHKAIHOHHOH ceTd. B
CTaThe PEIIAOTCs CIIEMYONINE 3a/1a4H: ONpeeIeHHe MPOIEyphl CTPATErHIECKOro YIPaBJIeH!s G€3011aCHOCTBIO CHCTEM KPUTHYECKOIH MH(PACTPYKTYPEI,
nIeHTUHKAIMS PUCKOB MH(QOKOMMYHHKAIIMOHHOH CETH, OLEHKA BaXXHOCTH M BEPOSATHOCTHM HYAaCTHYHBIX PHUCKOB ceTW. Mcmone3yroTcs ciegyromme
METOJbl: CHCTEMHBIH NOAXOX, HMPUYMHHO-CICACTBEHHBIH aHAIN3, CTATUCTHYECKHE METOABL [lomydeHBI ciemyiomue pe3yIbTaTbl: HOCTPOEHA CXeMa
MHOTOYPOBHEBOTO ~ YNPAaBJICHHsI DPHCKAMHM CHCTEM KPHUTHYECKOH WH(pacTpykTypsl. Pa3paborama cxema IIOIIaroBoro MeToja YyIpPaBJICHHUS
MH(QOPMAIMOHHBIME PUCKAaMH JUISl TIOBBIIIEGHHS OE30MaCHOCTH CHCTeMBI. IIpeioeH KOMIUIEKCHBIN MOKas3aTelb JUI OINPEIEICHNs KaTeropHu
Oe3omacHOCTH MH(OPMAIMOHHON CHCTeMBI. [IpoaHanM3upoOBaHBI BO3MOXHBIE BApPHAHTHI IIOTHOTO (HaKTOPHOTO IPOCTPAHCTBA MHOMKECTBA 3HAYCHHI
3JIEMEHTOB KOMILIEKCHOTO TOKa3aTelss ¥ COOTBETCTBYIONINE UM KaTeropHu Oe301macHOCTH MH(POPMAIMOHHBIX crcTeM. OmpeJieneH Tpolece aanTaiyy
CHCTEMBI KaK HEOTheMJIeMas 4acTh BBIOOpA M CrielM(HKaIMM MEpOTPHATHI 10 MapUpOBaHHIO PHCKOB MH()OKOMMYHMKAIMOHHON ceTH. PaccMorpen
IpHMep OIEHKH pPHUCKa HH(GOKOMMYHHKAIOHHOM CEeTH Ul MPOrpaMMHO-TEXHHYECKOr0 KOMIUIEKCA B COCTaBe aBTOMATH3UPOBAHHOW CHCTEMBI
yIpaBJIeHHs TEXHOIOrnIeckuMu nporieccamu. C ydeToM KaTeropuii pakTopoB IPUBE/IEH MepedeHb BOBMOKHBIX PHCKOB MH()OKOMMYHHKAIIMOHHOH CETH C
YKa3aHHMEM NPHYMH HX BO3HHKHOBeHUs. [TocTpoena NpH4YMHHO-CIIEICTBEHHAs IHarpaMMa B3auMOIEHCTBHS «TIIPUYHHBI-PHCKH-TIOCIIEACTBHS». PaccunTano
ofmiee BIISHUE KaXIOro (pakTopa Ha KOHEUHBIE BEPIIMHBI JHArpaMMBbl - BO3MOXKHbIE TOCIEACTBHA. bpumM KiaccupuIupoBaHs! (aKTOPHI HA YETHIPE
TPYyNNbL: Hanbolee BaKHBIC, BECbMa 3HAYMTENBHBIC, CPEIHEH 3HAYMMOCTH, He3HauMTelbHbIE. BhiBombl. Ha ocHOBe mpoBeneHHOro aHanMs3a pPHCKOB
MH()OKOMMYHHKAI[MOHHOH CETH MOXKHO IUIAHMPOBAaTh COOTBETCTBYIOIIME MephI Oe3omacHOCTH. IIprMeHeHne MOTydeHHBIX Pe3yiIbTaToB CHOCOOCTBYET
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TMOBBIMICHHIO (DYHKIIMOHATHEHON U HH(POPMAIIMOHHON 6€30I1aCHOCTH CUCTEM KPHTUYECKON HH(BPACTPYKTYPHI Ha dTaIle CTPATETHIECKOro INIAHUPOBAHHUL.
KioueBble c10Ba: HHHOKOMMYHUKAIIMOHHBIE CETH, CHCTEMBbI KPHTHICCKOH MH(MPACTPYKTYphl, HHYOPMAIMOHHBIN PHCK, METOAbI 0€30MaCHOCTH,

MOJCIUPOBAHHUE.

Introduction. Modern information and
communication networks (ICN) which ensure data
exchange in critical infrastructure systems (CIS) are being
constantly improved. New network technologies emerge;
there is the tendency of their “convergence”. Therefore,
the task to provide a quality information exchange is
becoming more and more sophisticated. ICN risks at the
stage of strategic managing CIS security should be
systematically analyzed and assessed to solve this task.

There exist two causes of risks for critical
information systems — external and internal ones. External
causes are industrial accidents, terrorist and criminal
activities, cyber-attacks, natural disasters, and so on [1].
Internal causes are linked to computing and information
technology services. Also, CIS information security can
be violated by a negative impact of human and technical
factors. At the stage of strategic planning of CIS security,
the methods of risk forecasting, establishing, avoiding,
and overcoming should be used.

Problem analysis. At present, the issues of ICN
protection are regulated by the standards of the
Information Technical Laboratory (ITL) at the National
Institute of Standards and Technology (NIST) [2]. Ross R.
[3] and Paulsen S. [4] considered the issues of
vulnerability analysis and risk assessment of ICN in their
works. The problems of information security and methods
of information activity protection are reviewed by such
authors as Karpov E. [5], Gornitskaya D. [6], Shatovskaya
T. [7], Furmanov A. [8], Boyarchuk A. [9].

Network attacks, threats to information security [10]
are classified and the ways of their detection [11] are
determined.

The issues of making decisions on information
security management of networks are considered in the
works by Voropaeva V. [10], Sklyar V. [12].

At present, most scientific developments are being
conducted in the field of assessing the ICN information
risk without taking into account its causes, factors, and
interaction with other types of ICN risks. Apart from this,
the causes and risk factors, which are determined as
threats to the project objectives are not classified.

The security of information resources and
information environment in CIS are traditionally
considered as [13]:

- a set of tools and technological methods that ensure
protecting the components of information environment;

- technologies of risk minimization for the
components and resources of information environment;

- a complex of procedural, logical and physical
measures that are aimed at countering the threats to the
information resource and components of the information
environment.

The security measures offered for information
systems are designed to protect the confidentiality,
integrity, and availability of information that is processed,
stored and transmitted in these systems and meet a number
of certain security requirements. The selection and

implementation of security measures for ICN are
important tasks that can have a significant impact on the
operation and survivability of CIS. The selection of these
measures is important for the efficient risk management
process that is, for identifying, managing and
counteracting the information risk [14].

Information risks associated with information
security are the risks that result from the loss of privacy,
integrity or availability of information, and they have
potentially adverse impacts on the CIS operation.

A realistic risk assessment at the strategic planning
stage requires understanding the threats and vulnerabilities
within the ICN and probability and potential of adverse
impacts [15].

The goal of the article is to develop the approach
for strategic managing CIS security taking into account
ICN risks, which involves solving the following tasks:

- determining the procedures for strategic managing
the security of CIS,

- identifying the risks of ICN,

- assessing the importance and probability of ICN
partial risk.

Problem solution. Strategic risks management is
carried out on three levels to ensure interlevel and
intralevel interaction of all CIS components (Fig. 1):

- on the level of critical infrastructure system,

- on the level of CIS functional tasks,

- on the level of the processes in information and
communication network.

Strategic risk (for security)

- tracking and transparency of - interlevel and intralevel

risk-based solutions, interaction,
- mastering the risks of the - feedback for continuous
whole system management

Level 1
System (CIS)

Level 2
Operational processes

Level 3
Information subsystems (ICN)

Tactical risk (information)
Fig. 1 — Multilevel management of CIS risks

Fig. 2 shows the diagram of CIS security lifecycle.
Consequential processes of managing information security
risks are presented at the first three stages [16]:

1) categorizing information system according to
safety requirements,

2) selecting a basic set of security measures, based
on the results of security categorization;

3) implementing and  documenting
measures.

security
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While preparing for selecting and determining
appropriate measures to counteract information risks in
ICN and corresponding CIS, the level of severity and

Architecture description:
- processes ,

- risk management
standards

- segments and

sensitivity of the information to be processed, stored or
transmitted over the network should be initially
determined.

Key points for CIS:

- laws, directives, policies,
resolutions,

- strategic goals and objectives
- security requirements

architectural solutions - priorities and resource
- information system Step 1 support
Interface ﬂ 'CATEGORIZING N
information systems
V
Step 6 Step 2
MONITORING SELECTING
security measures security measures
4 Security lifecycle {}
(risk management)
Step 3
Step 5
AUTHORIZING IMPL.EMENTING
information systems security measures
1
Step 4
ASSESSING

security measures

Fig. 2 — The diagram of step-by-step method of information risks management to ensure the system security

The safety categorization standard is based on the
concept of identifying potentially adverse impacts on ICN.

Complex factor for determining the safety category
(SC) of the information system is represented by a tuple of
values:

SC = {KF, IN, AC},

where KF is the impact of the characteristic “information
confidentiality” on the system security, IN is the impact of

the characteristic “information integrity”, AC is the impact
of the characteristic “information availability”.

The degrees of impact can be
linguistically as “low”, “moderate”, “high”.

Variants of the full-factor environment of a set of
values of the mentioned indicators and categories of
information system security corresponding to them are
given in table 1.

expressed

Table 1 — Categories of system security taking into account the degrees of impact of the basic information characteristics

Ne KF IN AC CIS categories
1 2 3 4 5
1 “low” “low” “low” The system of low impact
2 “low” “low” “moderate” The system of moderate impact
3 “low” “moderate” “low”
4 “low” “moderate” “moderate”
5 “moderate” “low” “low”
6 “moderate” “low” “moderate”
7 “moderate” “moderate” “low”
8 “moderate” “moderate” “moderate”
9 “low” “low” “high” The system of high impact
10 “low” “moderate” “high”
11 “low” “high” “low”
12 “low” “high” “moderate”
13 “low” “high” “high”
14 “moderate” “low» “high”
15 “moderate” “moderate” “high”
16 “moderate” “high” “low”
17 “moderate” “high” “moderate”
18 “moderate” “high” “high”
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The end of the Table 1

1 2 3 4 5
19 “high” “low” “low” The system of high impact
20 “high” “low” “moderate”
21 “high” “low” “high”
22 “high” “moderate” “low”
23 “high” “moderate” “moderate”
24 “high” “moderate” high”
25 “high” “high” “low”
26 “high” “high” “moderate”
27 “high” “high” “high”
The low-impact system is determined as an Taking into account external conditions requires

information system in which all three objectives of
security are low.

The system of moderate impact is an information
system in which at least one of these objectives is
moderate and there is no security objective greater than
that of moderate.

A high-impact system is an information system in
which at least one security objective is high.

The following factors should be considered while
selecting the basic sets of measures that counteract risks:

1) the environment of ICN operation;

2) operation type used in CIS;

3) operational processes in ICN;

4) types of threats aimed at CIS, the processes of its
operation;

5) types of information processed, stored and
transmitted over the ICN.

The peculiarities of ICN operation should also be
taken into account:

- there are insider threats in CIS;

- classified data are processed, stored and transmitted
over the network;

- threats for CIS are continuously evolving;

- data require specialized protection based on the
state legislative system, directives, standard regulations or
policies;

- CIS should interact with other systems thought
different security domains.

When a set of basic measures that counteract risks is
selected, the process of adaptation should take place in
order to change the measures in accordance with CIS
specific conditions. The process of adaptation involves:

- identifying and determining general measures for
counteracting risks in the initial set of basic measures;

- applying the system features to the rest of basic
measures;

- selecting compensatory measures, if necessary;

- assigning specific values of parameters of measures
by explicit assigning or selecting;

- supplementing basic sets with additional measures
and improving them, if necessary;

- providing additional specific information for
implementing measures to counteract risks, if necessary.

The process of adaptation, being an integral part of
selecting and specifying measures to counteract risks, is a
part of managing ICN risks.

determining the factors of their impact. Therefore,
attention should be paid to the following features of data
handling:

1. The mobility of hardware environment. If CIS
works in mobile environments, the basic set of measures
to counteract risks should be appropriately adapted
in order to take into account differences in mobility
and the availability of specific nodes in a distributed
system.

2. Data transmission and bandwidth. This is
important for systems that have limited or sporadic
bandwidth.

3. Limited operability of systems or
components.

4. Instability of information and systems for some
applications and environments where user information is
limited in time. Information services can also be unstable
due to virtualization technologies for temporary
installations of operating systems and applications.

5.Open access. Security measures, such as
determining unsuccessful login attempts, remote access,
identification and authentication, managing authenticators
can be necessary for system personnel who guide and
support information systems that provide websites and
Open access services.

Restrictions on the use of information systems and
specific information technologies can be the only practical
actions that can be taken in some situations.

The protection of the information resource involves
the impossibility of its loss due to failures of the
components of the information environment. Therefore,
ensuring the safe operation of the information resource
requires:

- providing a trusted computing base that ensures the
continuity of information environment operation,

- developing a system of counteraction and
prevention of threats to the information resource.

The technology of adaptive security systems that are
oriented toward active resistance to security threats is
efficient for ICN [17, 18]. The implementation of this
approach requires analyzing risks, developing the security
policy, using traditional procedures of protection, and
implementing countermeasures to counteract threats,
ongoing safety audits and monitoring the state of the
system, which should enable responding to security risks
efficiently.

system
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The concrete implementation of these mechanisms
for ICN information security and CIS survivability
involves using both available technical and technological
solutions and tools, as well as developing new methods.
Implementing the mechanisms of increasing CIS
survivability requires the analysis of risks, taking into
account its features and operational objectives.

Let us consider the example of assessing an ICN risk
for software and hardware complexes (S & H C) being a
part of the Automated Control System for processing
household wastes and recycling. Taking into account the
categories of factors (technical, process, human, external),
the list of possible ICN risks and their causes is given in
Table 2.

In order to quantify risks impact on ICN operation, it
is suggested to use the method based on the theory of
causality [15, 19].

The cause-and-effect diagram is a sign-oriented
graph; the key elements of the simulation object are
arranged in vertices and connected with arcs that represent
cause-and-effect interrelations among them. These
relationships characterize the degree (power) of elements
impact on one another:

B={b, i=1.n, j=1.m},

g

C={cjx, j=1.mk=1.h}.

Table 2 — Reasons and partial risks of ICN in S&H C

Categories of factors

Causes of risks

‘ Partial risks

Internal risks

Technical factors P1 — lack of capacity

R, — lack of productivity

R, - risk of hardware failure

P,3 — incorrect security settings
P,, — unsafe programming practices
P,s — inappropriate testing

P,; — low-level management of configuration
P,, — low-quality management of changes

R, —risk of software failure

Py, — design problems
P;, — integration problems
Py3 — system complexity

Rs — risk of error in network design

P,, — incorrect data flows

P,, — inefficient tasks transfer

Process factors Py, — inadequate technological process

P43 — inappropriate problem escalation

R, —risk of error in network
processes (design and performance)

P, — no status monitoring
P, — no periodic analysis
Ps; — inappropriate processing

Rg — risk of error in processes
control

Human factor P;; — accidental mistake
P,, —ignorance
P,3 — nonobservance of instructions

R, — risk of unintentional actions

External risks

External factors P, —fire

Ryo — risk of disaster

P31 — problems with power supply

R,5 — risk of poor-quality service

The elements of the mentioned sets (bij is the

impact degree of the ith factor on the formation of the jth
riskand Cj, is the impact degree of the jth risk on the kth

consequent effect) can be determined by integer values
according to the ten-point scale.

Let us draw a cause-and-effect diagram of
interrelation “causes-risks-effects” [20] (fig. 4).

Values bij and Cjx can be determined by
objective method (according to statistics) or by subjective

one (according to expert analysis) of the basis of previous
experience (Tables 3, 4).
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Fig. 4 — Cause-and-effect diagram of risks of ICN in S&H C

Table 3 — Score of factors impact on ICN partial risks

causes

Partial risks

hardware
failure

software
failure

error in network
design

error in

network
processes

error in
processes
control

unintentional
actions

disaster

poor-
quality
service
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Table 4 — Score of risks impact on probable effects

Network indices (risks effects)
Partial risks Reliability | Survivability Productivity Security
Sy S S S Ss S S Sg S Sio
Hardware failure 0 10 9 7 7 7 0 0 0 0
Software failure 10 7 1 4 6 5 0 0 0 0
Error in design 0 5 0 8 8 4 0 0 0 0
Error in processes 0 4 1 8 8 3 0 0 0 0
Error in control 2 5 0 0 0 0 0 0 0 2
Unintentional actions 6 2 0 3 3 1 4 2 2 8
Disaster 0 5 3 0 0 0 0 0 0 0
Poor-quality service 0 3 1 0 0 0 1 0 0 2
The total impact of each factor (cause) on the final
vertices of the diagram — probable effects (table 5) was P(Si) = Zzbijcjk '
calculated using the following formula: v
Table 5 — Calculation of significant factors and probable effects
Factors Basic network parameters Total | Standard
Reliability Survivability Productivity Security value value
S, S, S, S, Se Se S, Se Se Sio (@)
Ry 50 125 86 83 93 88 0 0 0 0 525 0,109
R, 40 138 94 102 110 98 0 0 0 0 582 0,121
Py 50 58 7 60 70 43 0 0 0 0 288 0,060
Py 40 32 5 24 32 23 0 0 0 0 156 0,032
Py 100 | 102 18 104 124 | 74 0 0 0 0 522 0,108
P 20 18 3 16 20 13 0 0 0 0 90 0,019
Pas 30 25 4 20 26 18 0 0 0 0 123 0,025
Py 0 33 2 56 56 26 0 0 0 0 173 0,036
P 0 20 0 32 32 16 0 0 0 0 100 0,021
Pa3 4 25 0 24 24 12 0 0 0 4 93 0,019
Pu 0 16 4 32 32 12 0 0 0 0 9% 0,020
Pr2 60 74 14 88 100 54 0 0 0 0 390 0,081
Pis 0 16 4 32 32 12 0 0 0 0 9% 0,020
Paa 0 32 8 64 64 24 0 0 0 0 192 0,040
P 12 30 0 0 0 0 12 54 0,011
) 12 30 0 0 0 0 12 54 0,011
Pss 10 25 0 0 0 0 0 0 10 45 0,009
P 62 64 13 57 61 33 24 12 12 54 392 0,081
Pra 14 9 0 6 6 2 8 4 4 18 71 0,015
Pra 42 30 2 17 21 13 12 28 177 0,037
Ros 0 85 66 35 35 35 0 0 0 0 256 0,053
R 30 87 47 56 62 49 6 0 0 12 349 0,072
iTn(]’:)"’gct 576 | 1074 377 908 1000 | 645 50 22 22 150 | 4824 !
Standard 0,119 | 0,222 0,078 0,188 | 0,207 | 0,134 | 0,104 | 0,005 | 0,005 | 0,031 1
fggﬁ'c'e”t 0,341 0,078 0,529 0,145 1
The table shows total values of each cause (factor), Bottom lines of the table contain the total impact for
and their specified values. each probable effect and their standard values, which can
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be considered as the probability of each effect. Moreover,
the degree of risk for basic parameters of network
operation is calculated.

According to the results presented in the table the
factors were grouped as the most important (a’ > 0,072),
quite important (0,045 < a’ < 0,072), of mean importance
(0,045 < a’ <0,072), inconsiderable (0,019 < a’ < 0,045);
that is, the most important factors (causes) of risks are the
following:

- of capacity

- lack of productivity

- incorrect security settings,

- incorrect data flows,

- accidental mistake.

In addition, it is possible to conclude that the most
vulnerable ICN element is “productivity” (p’=0,53); the
second vulnerable parameter is “reliability” (p’=0,34).

According to the results of the analysis of risks
(matching important factors to their effects), appropriate
security measures were suggested.

Conclusions. The task of ensuring CIS information
security taking into account the risks of the information
and communication network is considered. The main
causes of threats for CIS operation are determined. The
strategic risk management process is suggested to be
carried out on three levels with the purpose of effective
interlevel and intralevel interaction of all components of
the system. The diagram of the step-by-step method of
safety management of CIS is developed.

The suggested method for quantifying ICN risks is
based on the method of cause-and-effect analysis and
enables taking into account both factors causing it and
probable effects. lIdentifying potential losses becomes
possible, as well as taking measures to manage the risks of
ICN operation.

The cause-and-effect diagram was developed as an
example of ICN, the matrices of impact coefficients were
determined, which resulted in calculating the levels of
factor significance and the probability of their effects. The
most vulnerable network characteristics were detected. As
a result, some measures to counteract partial risks were
formulated.
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