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DOCKERIZED BLOCKCHAIN ARCHITECTURE FOR SECURE SUPPLY CHAIN MANAGEMENT
SYSTEMS

Modern supply chain management systems increasingly rely on distributed architectures to ensure transparency, integrity, and trust between
participants. Blockchain technology provides a promising foundation for such systems; however, traditional consensus mechanisms introduce high
computational overhead, energy inefficiency, and privacy risks. These limitations are particularly critical for small and medium-sized enterprises
(SMEs) with constrained computational resources, that they are using to expand on their traditional informational systems and not to integrate
distributed technologies into the work process, as setup process for blockchain tools is more complex than centralized approach. This paper proposes a
private, dockerized blockchain architecture for supply chain management that combines the Proof of Friendship (PoF) consensus mechanism with
Zero-Knowledge Proofs (ZKP). By integrating a private, dockerized framework with the Proof of Friendship consensus and Zero-Knowledge Proofs,
this architecture enables resource-constrained enterprises to achieve a high-performance decentralized network that simultaneously ensures sub-second
transaction validation through social trust metrics, robust protection of competitive business intelligence via cryptographic privacy, and seamless
cross-platform deployment through containerization, ultimately overcoming the traditional trade-offs between system transparency, operational cost,
and data confidentiality in global trade. PoF extends Proof of Stake by incorporating social trust indicators, including transaction success rate and
geographic diversity of validators, enabling resource-efficient and decentralized consensus. ZKP mechanisms are integrated through an off-chain
prover module, allowing transaction correctness to be verified without revealing sensitive business data. The proposed approach enhances
cybersecurity, data confidentiality, and system scalability while reducing computational costs. Simulation results demonstrate improved resistance to
Syhil attacks, reduced validator centralization, and acceptable transaction latency for corporate blockchain deployments.

Keywords: blockchain security, supply chain management, proof of friendship, zero-knowledge proofs, privacy-preserving systems, distributed
information systems.

11. 10. ’KEP,KEPYHOB, O. B. LIMATKO

JIOKEPU30BAHA APXITEKTYPA BJIOKYEWHY JJIs1 BE3SNEYHUX CUCTEM YIIPABJIIHHS
JAHIIOTAMHU ITIOCTAYAHHA

CydJacHi CHCTeMH YNPaBJIiHHS JAHIIOTaMH [OCTAYaHHS [Ieali YacTillle BUKOPHCTOBYIOTh PO3MOALICHI apXiTeKTypu Uis 3a0e3MeUeH s PO30pOCTi,
LUTICHOCTI Ta JOBIpH MK y4acHHKAMH. TeXHOJOTis OGIOKYECHH CTBOPIOE MEPCIEKTHBHY OCHOBY AJIS TAKUX CHCTEM, OJHAK TPAIHLIiHI MeXaHI3MU
KOHCEHCYCY XapaKTepU3yIOThCs BUCOKUMH OOYMCITIOBAIBHIMU BUTPaTaMH, CHEPTETHYHOI Hee(DeKTUBHICTIO Ta pU3HKaMH 11 KoHQineHmiirocTi. I1i
0OME)XEeHHSI € 0COOIMBO KPUTHYHUMH I Manux i cepenix mianpuemcts (MCII), siki MatoTh 0OMeXeHi 00UHCITIOBATIbHI PECYpPCH Ta BHKOPUCTOBYIOTh
X MEepPeBaKHO [UISl PO3LIMPEHHS CBOIX TPamuI{iiHHUX iH(GOPMAIIHHUX CHCTEM, a HEe AJIS iHTerpauii Po3MOiIeHHX TEXHOJOTiH y poboui mpoiiecy,
OCKIIbKY HAJAIITYBAaHHS iHCTPYMEHTIB OJIOKYEHHY € CKJIaJHIIINM ITOPIiBHSHO 3 LEHTPATi30BaHUM IIiIXOJOM. Y poOOTI 3alpOIIOHOBAHO NPHBATHY
JIOKEPU30BaHy apXiTEeKTypy OJIOKYEHHY JUisi CMCTEM YIpPABJIiHHs JIAHIIOTAMH TI0CTAYaHHs, IO MOEAHYE MexaHi3Mm koHceHcycy Proof of Friendship
(PoF) i3 Bukopuctanusm Zero-Knowledge Proofs (ZKP). 3aBnsku iHTerpanii mpuBaTHOTO KOHTEHHEPH30BAHOTO CEPEOBHUINA 3 MEXaHi3MOM
koHceHcycy Proof of Friendship Ta kpunrorpadidammm J1oka3amMu 3 HyJbOBHM PO3TOJIOMICHHSAM 3alpONOHOBAHA apXiTeKTypa J03BOJISE
MANPUEMCTBAM 3 0OMEKEHUMHU PECYpCaMu CTBOPIOBATH BUCOKOIPOIYKTHUBHY JIELIEHTpali30BaHy Mepexy. Taka Mepeska 3a0e3neuye miaTBepaKeHHs
TpaH3aKIid MEHIII HIX 332 CEKYH/y Ha OCHOBI METPHUK COILialbHOI JOBIpH, HaJIIIHUI 3aXUCT KOH)IICHIIIHOT KOMEPLIHHOI iH(popMalii 3a J0MOMOT 00
KpUnTorpagivHuX METOJIB, a TAKOX 3pyYHE PO3TOPTAaHHS Ha Pi3HMX IUIaT(opMax 3aBIAKH KOHTeHHepH3amii. Y pe3ynbTaTi J0NarThCs TpaanIiiHi
KOMIIPOMICH MDX TPO30PICTIO CUCTEMH, OIepalifHUMK BUTpAaTaMU Ta KOH(DIACHIIHHICTIO JaHUX y riiobanbHii TopriBiai. Mexanism PoF posmmproe
niaxin Proof of Stake, Bkimroyaroum iHIMKAaTOPW COIAJBHOI JOBIpH, 30KpeMa piBE€Hb YCIIIIHOCTI TpaH3akliid Ta reorpadiyHy pi3HOMaHITHICTh
BaJIIaTOpiB, 10 3abe3mneduye pecypcoedeKTHBHUI i JEHEHTPANi30BaHMH TIPOIEC NOCATHEHHS KoHceHcycy. Mexanismu ZKP inTerpyrotecst depes
MOAyJb M0Ka3y mo3a OnmokueiioM (off-chain prover), mo m03BoJsIE TIEpeBipsITH KOPEKTHICTH TPaH3aKI[ii 6e3 PO3KPHTTS KOH(igeHHiitHuX Oi3Hec-
JIlaHMX. 3amnporoHOBAHUN MiJXi/ MiJBHILY€E piBeHb KiOepOe3neku, KOH)IASHIIIHHOCTI JaHUX Ta MAacIITa0OBAaHOCTI CUCTEMH, OJHOYACHO 3MEHIIYIOUU
obuncmoBanbHI BUTpaTH. Pe3ymbTaTh MOJEMIOBAHHSA JEMOHCTPYIOTh MiJBWINEHY CTiHKICT 1o atak Tumy Sybil, 3MeHIIeHHS meHTpami3amii
BaJIiJATOPIB Ta NPUUHATHY 3aTPUMKY TPAH3aKILii Ul KOPHOPATUBHUX ONOKYEHH-PILIEHb.

KirowoBi cnoBa: Gesneka ONMOK4YelHy, YMpaBiiHHS JaHiforamu moctadands, proof of friendship, zero-knowledge proofs, cucremu 3i
30epexeHHIM KOHQIAEHIIHHOCTI, po3oiieHi iHpopMaliitHi cuctemn.

Introduction. The increasing adoption of blockchain
technologies in distributed management systems,
including logistics platforms and Industry 4.0
environments, has intensified the fundamental tension
between transparency requirements and the need to
preserve the confidentiality of sensitive data. Core
blockchain properties such as immutability, traceability,
and public verifiability enhance trust among stakeholders,
yet simultaneously complicate compliance with data
protection regulations and the safeguarding of commercial
secrets [1] - [6]. To address this dilemma, contemporary
research increasingly promotes the concept of “privacy by
design,” whereby cryptographic primitives such as zero-

knowledge proofs, secure multi-party computation, and
homomorphic encryption are embedded directly into
consensus protocols and smart contract execution layers

[11-[3].

Related  Work.  Comparative  studies  of
cryptographic privacy-preserving techniques indicate that
the integration of zero-knowledge proofs, multi-party
computation, and homomorphic encryption with public
verification mechanisms enables a new class of verifiable
privacy-preserving computing architectures [1], [3]. These
approaches either relocate computation to off-chain
environments with on-chain verifiability through succinct
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proofs, distribute sensitive data among multiple parties to
prevent unilateral disclosure, or allow computations to be
performed directly over encrypted data. Empirical
evaluations of lightweight homomorphic encryption
schemes, such as Paillier-based constructions, demonstrate
acceptable computational overhead and robustness against
replay and forgery attacks, rendering them suitable for
industrial and logistics scenarios characterized by high
event frequency and stringent reliability requirements [2],

[3].

From a systems perspective, the literature
emphasizes that privacy in distributed management
systems is achieved through layered architectural patterns
combining identity and consent management, data channel
separation,  privacy-preserving  computation, and
regulatory compliance mechanisms [1], [5]. Self-
sovereign identity models and consent-aware access
control frameworks enable fine-grained governance of
participant rights, while channelized ledgers and context-
specific sub-registries reduce unnecessary data exposure.
To ensure compatibility with regulatory regimes such as
the GDPR, redactable and editable distributed ledger
technologies have been proposed, notably through
initiatives such as the NIST Data Block Matrix for
Hyperledger Fabric, which reconcile integrity guarantees
with controlled data modification or removal—an
essential requirement for industrial systems with evolving
access policies [6], [5].

Evidence from high-load domains, particularly
healthcare and Internet of Medical Things systems, further
illustrates the feasibility of scalable, privacy-preserving
blockchain architectures employing hybrid cryptographic
schemes, lightweight authorization proofs, and energy-
efficient consensus protocols [7]. These solutions achieve
substantial reductions in latency and energy consumption
without ~ compromising  confidentiality,  offering
transferable insights for distributed management systems.
Specifically, the use of multi-channel ledgers, private
smart contracts, and cryptographic access proofs enables
the separation of production, supply, and project
management data flows while preserving auditability
without exposing primary data [1]-[7].

In the context of collective decision-making and
knowledge management, blockchain-supported federated
learning has emerged as a viable paradigm for reconciling
local data privacy with global model consistency and
incentive-compatible collaboration [4]. Such architectures
are applicable to management systems tasked with
demand forecasting, route optimization, and real-time
quality control, while consent-centric and self-sovereign
identity frameworks further strengthen governance over
data subject rights in multi-stakeholder environments [5],

[4].

Ukrainian research in logistics and project
management  provides  domain-specific  problem
formulations that align closely with privacy-oriented
blockchain architectures in distributed management
systems. Studies on proactive logistics project
management emphasize early risk detection and
transparent communication, which are compatible with

immutable event logs and zero-knowledge-based auditing
mechanisms that avoid disclosure of commercially
sensitive information [8]. Strategic supply chain modeling
under information asymmetry highlights the need for
controlled data sharing, where permissioned blockchains
combined with consent policies and self-sovereign
identity mechanisms can reduce information leakage
while maintaining access to critical performance
indicators [9]. Multi-level planning of production and
concrete supply chains underscores the importance of
vertical and horizontal integration, for which channelized
ledgers and redactable distributed ledgers enable
differentiated access across operational units, contractors,
and executive management without undermining audit
trails [10].

Despite significant progress, several challenges
remain unresolved, including the operational costs of
zero-knowledge proofs, multi-party computation, and
fully  homomorphic encryption in high-frequency
transactional  environments, the reconciliation of
cryptographic immutability with the right to erasure, and
the long-term post-quantum resilience of distributed
management infrastructures [2], [6], [7]. Current research
points toward hybrid architectures that combine trusted
execution environments with cryptographic proofs or
integrate homomorphic encryption with granular access-
controlled channels, as well as incentive mechanisms that
promote correct behavior of agents in project-oriented and
logistics networks [1], [4].

This paper aims to develop and evaluate a private,
dockerized blockchain architecture for supply chain
management that integrates the Proof of Friendship
consensus mechanism with zero-knowledge proofs in
order to enhance cybersecurity, data confidentiality, and
consensus efficiency while addressing the requirements of
small and medium-sized enterprises.

Proposed model. The proposed model builds upon
recent advances in distributed management systems and
supply chain platforms, where blockchain technologies are
increasingly adopted to ensure data integrity,
transparency, and confidentiality. Prior studies emphasize
the importance of integrating blockchain into supply chain
management systems in order to enhance trust among
participants and mitigate the risks of unauthorized data
access [11] - [15]. At the architectural level, modularity
and scalability are identified as key requirements that
enable adaptation to diverse business scenarios and
operational constraints, particularly in multi-stakeholder
environments [11].

In the proposed model, these principles are realized
through a private, dockerized blockchain architecture
designed for supply chain management systems. The
model adopts a modular structure in which blockchain
functionality is decoupled from application logic, enabling
flexible deployment and independent scaling of system
components. This approach is consistent with existing
research on secure data transmission systems, where
consensus mechanisms play a central role in maintaining
consistency and reliability of shared information across
distributed  participants  [12]. Unlike traditional
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architectures, the proposed model explicitly targets the
requirements of small and medium-sized enterprises by
minimizing infrastructure complexity and computational
overhead.

A key element of the proposed model is the use of a
containerized blockchain mediator, which acts as an
intermediary between client applications and the
underlying blockchain network. Prior work on dockerized
blockchain mediators demonstrates that containerization
significantly improves deployment speed, configurability,
and maintainability of blockchain-based systems [13]. In
the proposed architecture, containerization enables logical
isolation of functional components and supports rapid
integration into existing enterprise infrastructures, thereby
reducing operational costs and lowering entry barriers for
SMEs [15].

The model further incorporates blockchain-based
mechanisms for ensuring traceability and integrity of
supply chain processes, which are critical in
geographically distributed and globally interconnected
logistics networks [14]. By recording verification results
and cryptographic commitments rather than raw
transactional data, the architecture supports auditability
while preserving confidentiality. This design choice aligns
with the broader trend identified in the literature toward
combining blockchain  technologies with  modern
containerization and orchestration approaches to achieve
scalable, flexible, and privacy-aware distributed
management systems [1] - [5].

Overall, the proposed model synthesizes
architectural concepts from prior studies into a unified
dockerized blockchain framework that addresses security,
scalability, and confidentiality requirements  of
contemporary supply chain management systems. By
leveraging modular design principles, containerized
deployment, and blockchain-based trust mechanisms, the
model provides a practical foundation for secure and
efficient integration of blockchain technologies in SME-
oriented distributed management environments.

Mathematical Model and Proof of Friendship
Consensus Mechanism. The distributed blockchain-based
supply chain management system is modeled as a set of
network nodes:

V ={v,v,, ..

»Un} 1)

where each node v; represents a potential validator
capable of participating in transaction validation and block
formation.

Interactions among validators are governed by trust
relationships established through prior cooperation
history, operational stability, and organizational links
between supply chain participants. These relationships are
represented by a trust graph:

G=(W,E)ECV XV 2)

where E denotes the set of verified trust connections
between validators.

For each validator, a set of quantitative trust-related
attributes is defined, forming a trust attribute vector:

A; = (S5, G, E),S; € [0,1] 3)

This vector characterizes the reliability and
contribution of the validator to the network. The
transaction success coefficient S;is defined as the ratio
between the number of correctly validated transactions

and the total number of validation attempts:
valid
i = frorat )
where TP% denotes the number of correctly
validated transactions;

Tfotljs the total number of validation attempts
performed by validator v; during the considered
simulation interval.

The geographic diversification coefficient G; reflects
the spatial distribution of validators and is introduced to
mitigate regional concentration of validation power. In the
experimental evaluation, G; was modeled as a normalized
coefficient derived from the wvalidator’s region
membership, with values assigned in the range [0-1].
Specifically, validators belonging to underrepresented
regions were assigned higher G; values, while validators
from regions with higher representation were assigned
lower G; values. This formulation ensures that geographic
diversity influences committee composition while
preserving the simplicity of the SME-oriented simulation
setup.

An optional energy efficiency coefficient E; € [0,1]
may be used to represent the utilization of renewable
energy sources. However, for corporate and private
dockerized deployments this component is typically
difficult to measure reliably and does not directly affect
the core security properties of a permissioned SME-
oriented blockchain  network. Therefore, in the
experimental evaluation presented in this paper, a
simplified Trust Factor model was applied in which E;
was omitted.

To quantitatively assess validator reliability, an
integrated trust metric referred to as the Trust Factor is
introduced in the general form:

TFi = (Xsi + BGI + YEi, qa, B,Y >0 (5)
where the weighting coefficients satisfy the
constraint:
a+p+y=1 (6)

In the conducted experiments, the Trust Factor was
computed using only the transaction success coefficient
and the geographic diversification coefficient:

TFi=aSi+ﬁGi,a+[)’=1 (7)

The weighting coefficients were set to a« = 0.7and
B = 0.3. This choice is justified by the fact that
transaction correctness and validation reliability are
primary security-critical factors in corporate blockchain
deployments, while geographic diversification serves as
an additional decentralization constraint aimed at reducing
regional concentration and coordinated attack risks. The
analysis of alternative weight configurations and
sensitivity to parameter changes is considered a direction
for future work.
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The set of validators eligible for participation in a
given consensus round is defined as:
Vo ={v; €V ITF; = 6} (8)

From this set, a validator committee is formed to
jointly validate a block. The probability of selecting a

validator is proportional to its Trust Factor:
_ TF;
pi = Zvjevy TFj ©)

Committee formation follows a stochastic selection
process without replacement, which reduces the risks of
validator dominance and long-term centralization.

To further prevent regional monopolization,
geographic diversification constraints are imposed. Each
validator v;is associated with a geographic region:

r(v;) ER (10)

Let mdenote the maximum allowed number of
validators from the same region in a committee.
Additionally, the number of distinct regions represented in
the committee is defined as:

p(C) =l {r(v) 1 v; € G} | (11)

and must satisfy the constraint:
p(C) =q (13)
where g denotes the minimum required regional

diversity.

The Proof of Friendship committee selection process
can therefore be expressed as the following constrained
optimization problem:

C = arg max Yvec T Fi (14)
ICl1=k

subject to the geographic concentration and diversity
constraints defined above.

The proposed mathematical model formalizes Proof
of Friendship as a multi-criteria, trust-aware, and
geographically diversified consensus mechanism. By
combining an integrated Trust Factor with committee-
based validation and spatial constraints, the model
improves resistance to Sybil and Eclipse attacks, reduces
centralization risks, and ensures practical applicability for
corporate blockchain-based supply chain management
systems.

Results and Discussion. The experimental study
aims to evaluate the effectiveness of the proposed Proof of
Friendship (PoF) consensus mechanism with committee-
based validation and geographic diversification of
validators in the context of supply chain management
systems. The experiments are designed to test three key
hypotheses: (i) the use of the integrated Trust Factor
reduces the risk of validator centralization; (ii) committee
selection with geographic constraints increases resistance
to coordinated attacks; (iii) stochastic validator selection
does not cause a significant degradation in system
performance.

A private blockchain network consisting of n = 10
validators was simulated, where each validator represents
a typical small or medium enterprise node. All nodes were
configured with a 3 GHz CPU, 16 GB RAM, and a 50

Mbps network connection. The committee size was fixed
at k =5. Geographic diversification constraints were
defined as a maximum of m = 2 validators per region and
a minimum of g = 3 distinct regions per committee
(Table 1). The Trust Factor weights were set to a = 0.6,
B =04, and y =0, in accordance with the proposed
mathematical model. The optional energy efficiency
coefficient E; was excluded from the experimental
evaluation, since it is not reliably measurable in private
dockerized deployments and does not directly affect the
considered security and decentralization properties in a
permissioned network

Table 1 — Experimental Setup Parameters

Parameter Value
Number of validators n 10
Committee size k 5
Max. validators per region m 2
Min. regions per committee g 3
CPU per node 3 GHz
RAM per node 16 GB
Network bandwidth 50 Mbps
Trust Factor model TF; = aS; + BG;, E;
omitted

At the initial stage, Trust Factor values were
computed for all validators based on their transaction
success rate S;and geographic diversification coefficient
G;. The results (Table 2) demonstrate a clear
differentiation among validators, enabling effective
ranking and selective participation in consensus.
Validators with consistently high S; values maintained
priority positions during committee selection, while nodes
with marginal Trust Factor values exhibited limited
participation.

These results confirm that the Trust Factor model
adaptively reflects validator behavior and supports
dynamic prioritization based on reliability.

Table 2 — Trust Attributes (Si, Gi) and Trust Factor Values
(TF) in the Simulated PoF Network

Validator Region Si Gi TFi
V1 R1 0.95 1.0 0.97
V2 R1 0.92 0.8 0.88
V3 R2 0.98 1.0 0.99
V4 R2 0.90 0.8 0.86
V5 R3 0.96 1.0 0.98
V6 R3 0.89 0.8 0.85
V7 R4 0.94 1.0 0.96
V8 R4 0.88 0.8 0.85
V9 R5 0.91 1.0 0.95

V10 R5 0.87 0.8 0.83

The experimental results
stochastic committee selection without replacement,
combined with geographic constraints, consistently
produces committees of size k = 5that satisfy all
diversification requirements. In all experimental rounds,
the constraints | C,, N r |< mand p(Cy) = qwere met.

(Table 3) show that
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Table 3 — Example Committee Composition Across
Consensus Rounds

Round

Selected Validators

Regions Represented

V1, V3, V5 V7, V9

R1, R2, R3, R4, R5

V1, V3, V5, V7, V2 R1, R2, R3, R4
V3, V5, V7, V9, V4 R2, R3, R4, R5
V1, V5, V7, V9, V6 R1, R3, R4, R5

Selected Validators

Regions Represented

V1, V3, V5, V7, V9

R1, R2, R3, R4, R5

V1, V3, V5, V7, V2

R1, R2, R3, R4

No committee exhibited regional concentration, and
each consensus round involved validators from at least
three distinct regions, confirming the effectiveness of the
proposed geographic diversification constraints.

A comparative analysis of scenarios with and
without geographic constraints shows that removing
diversification requirements significantly increases the
probability of committee dominance by validators from a
single region (Table 4). In contrast, the PoF-based model
effectively prevents such concentration. Moreover, the
combination of Trust Factor thresholds and geographic
limits complicates Sybil attacks, as the creation of
multiple fictitious nodes does not automatically increase
trust metrics.

Table 4 — Example Committee Composition Across
Consensus Rounds

Scenario Max. validators from | Centralization
one region risk
PoF with geo- <2 Low
constraints
PoF without geo- 4-5 Medium
constraints
Random selection 5 High

Performance measurements (Table 5) indicate that
committee-based validation does not lead to significant
increases in transaction confirmation latency compared to
full-validator participation. Limiting the number of active
validators reduces synchronization overhead and message
exchange costs. The stochastic selection mechanism
introduces negligible computational overhead and is
therefore suitable for SME-oriented deployments.

Table 5 — Performance Comparison

Validation mode | Avg. latency Message CPU load
(ms) overhead
Full 1850 High High
participation
PoF committee- 1420 Medium Medium
based
Random 1380 Medium Medium
committee

The experimental results confirm that the proposed
Proof of Friendship mechanism achieves an effective
balance  between  security, decentralization, and
performance in  blockchain-based  supply  chain
management systems. The integrated Trust Factor enables

dynamic selection of reliable validators, while committee-
based validation with geographic diversification reduces
centralization risks and improves resistance to coordinated
attacks. At the same time, performance remains stable and
computational overhead is kept at a level acceptable for
small and medium-sized enterprises. These findings
support the practical applicability of Proof of Friendship
in corporate and inter-organizational blockchain solutions.

CDF of Trust Factor Values
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Fig. 1. Cumulative distribution function (CDF) of Trust Factor
values for validators in the simulated Proof of Friendship network

Transaction Latency Comparison
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Fig. 2. Boxplot comparison of transaction latency for full
validation and Proof of Friendship committee-based validation

The CDF of Trust Factor (Fig.1) values demonstrates
a pronounced concentration of validators with high trust
levels, indicating effective differentiation and
prioritization within the proposed model. Furthermore, the
latency boxplot (Fig.2) shows that committee-based
validation under Proof of Friendship achieves lower
median latency and reduced variability compared to full-
validator participation, confirming that stochastic
committee selection does not introduce significant
performance degradation.
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CDF Comparison: PoF vs Random Validator Selection
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Fig. 3. Cumulative distribution function (CDF) comparison of
Trust Factor values for Proof of Friendship—based and random
validator selection

The CDF comparison between Proof of Friendship—
based and random validator selection (Fig.3) highlights a
pronounced shift toward higher Trust Factor values under
PoF. While random selection results in a relatively
uniform distribution concentrated at lower trust levels,
PoF consistently prioritizes validators with higher
reliability scores. This behavior confirms the effectiveness
of the proposed trust-aware selection mechanism in
reducing the participation of low-trust nodes and
strengthening resistance to centralization and Sybil-style
attacks.

Conclusion. This paper presented a privacy-
preserving and resource-efficient blockchain architecture
for supply chain management systems based on the
integration of the Proof of Friendship consensus
mechanism and zero-knowledge proof techniques. By
extending traditional Proof of Stake with socially oriented
trust metrics and geographic diversification constraints,
the proposed approach addresses key limitations of
existing  blockchain  solutions, including validator
centralization, susceptibility to coordinated attacks, and
excessive computational overhead.

A formal mathematical model was introduced to
describe trust-aware validator selection as a constrained
optimization  problem, enabling transparent and
reproducible  committee  formation.  Experimental
evaluation using simulation data demonstrated that the
proposed mechanism effectively prioritizes high-trust
validators, enforces geographic diversity, and significantly
reduces centralization risks compared to random or
unconstrained selection strategies. At the same time,
committee-based validation under Proof of Friendship
maintains stable transaction throughput and lower latency,
confirming that stochastic trust-based selection does not
degrade system performance.

The results indicate that the proposed dockerized
blockchain architecture is well suited for small and
medium-sized enterprises, offering a practical balance
between security, decentralization, and efficiency. Future
work will focus on large-scale deployment studies, formal

security proofs against advanced adversarial models, and
the integration of post-quantum  cryptographic
mechanisms to further enhance the long-term resilience of
blockchain-based supply chain management system.
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